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1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for 5G.

This pCR is updated text for section 4.2 High Level Security Requirements.
[1] shows that signaling attacks in the LTE network can cause denial of service for an end user and degrade network performance. [2] The attack is executed with a number of UEs coordinating the creation and release of dedicated bearers; the resource consumption at various points in the network is overloaded and various elements in the network give up after some time.

In NextGen, with a service based and NFV based architecture, the consumption of specific services will lead to the creation of slices or connections to slices. It may be the case that the amount of signaling in the next generation network may therefore increase for specific services. We propose to include the following text into the high level security requirements.

[1] Practical Attacks Against Privacy and Availability in 4G/LTE Mobile Communication Systems

[2] Signaling oriented denial of service on LTE networks

2. Text proposal
In line with the discussion presented in the previous section it is proposed to introduce the following changes to [1]:
~ ~ ~ Start of first text proposal ~ ~ ~
4.2
High level security requirements  


3GPP specifications shall provide mechanisms to verify the integrity of 3GPP radio messages to a common point in the visited network.  These mechanisms shall allow the detection of unauthorised radio messages, detection of "false base stations" and verification of an authorised network. The mechanisms shall be extensible so that suitable security can be maintained of the life of the NextGen implementations. The mechanisms defined should cater for the high speed communications envisioning in NextGen and for battery efficient low volume data.

The security mechanisms defined in NextGen shall be able to be configured to comply with local lawful interception laws and regulations.

The security mechanisms defined in NextGen shall be able to be configured to confidentially protect voice, data and signalling. 

The security mechanisms defined in NextGen shall be able to be configured to protect subscriber's privacy.  
The security mechanisms defined in NextGen shall be able to be configured to provide authorisation services for users, devices and networks both at a bearer level and at a services level.  
The security mechanisms defined in NextGen shall be able to be configured to provide authorisation, integrity protection and confidentiality between network elements and between networks.  
The security mechanisms defined in NextGen shall be able to be configured to provide authorisation, integrity protection and confidentiality for new NextGen services.  
As 5G networks may be active upto and beyond  2030 and as the ability to attack security mechanisms increases over time, the security mechanisms specified for 5G shall be extensible to new algorithms and procedures that will be defined during the lifetime of the specifications, where appropriate.
The control plane shall be protected against denial of service attacks from UEs. Mechanisms should be specified which limit the effect which signaling attacks may cause to the network. Signaling caused by UEs should not be able to degrade the network performance for other end users and the network itself, this is especially the case for NextGen where the amount of signaling may increase.
UEs shall be protected against denial of service attacks from network. Mechanisms should be specified which limit the effect which signaling attacks may cause to UEs. Signaling caused by the network should not be able to degrade the network performance for end users, this is especially the case for NextGen where the amount of signaling may increase. 

Editor's note: Clarification is needed for the terms used in this clause: service, network service, NextGen services and UE.
~ ~ ~ End of second text proposal ~ ~ ~
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